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Abstract: Individuals’ willingness to take security precautions is
imperative to their own information security and the information
security of the organizations they work within. This paper
presents a meta-analysis of the protection motivation theory
(PMT) to assess how its efficacy is influenced by the information
security behavior it is applied to. It investigates if the PMT
explains information security behavior better if: 1) the behavior
is voluntary? 2) the threat and coping method is concrete or
specific? 3) the information security threat is directed to the
person itself? Synthesized data from 28 surveys suggests that the
answer to all three questions is true. Weighted mean correlation
coefficients are on average 0.03 higher for voluntary behavior
than mandatory behavior, 0.05 higher for specific behaviors than
studies of general behaviors, 0.08 higher to threat appraisal when
the threat targets the individual person instead of the person’s
organization or someone else.
Keywords: information security, information security behavior,
policy compliance, meta-analysis, protection motivation theory.
1 INTRODUCTION
The behavior of individuals handling information resources
significantly influences the information security of organizations
(R. J. Anderson, 2008; Gollmann, 2006; Shostack & Stewart,
2008). Understanding the variables influencing the security
behavior of individuals is important. For instance, by
understanding the reasoning of employees, a manager can
formulate and justify the information security policy so that it
gains wider acceptance or government can educate the public on
how to avoid computer malware.
The protection motivation theory (PMT) is an established theory,
originally developed to explain how to influence risky behavior
and which components a persuasive message should include. The
PMT builds on the theory of fear appeals and at its core lies the
idea that the behavior of individuals is influenced by their threat
appraisal (how thrilling, severe and likely an unwanted
consequence is) and their coping appraisal (how efficient,
manageable and costly the risk reducing behavior is) (Rogers,
1983). Loosely put, the PMT posits that individuals form their
behavior from a cost-benefit analysis where risks associated with
the behavior are compared to the costs of trying to reduce or
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eliminate the risks. This is very similar to the way of thinking
promoted in security standards like the ISO 27000 series
(IEEE/IEC, 2012), where a selection process focusing on costeffectiveness is endorsed. In a sense, PMT describes a homo
securitas which is rational from a security perspective in the same
way as homo economicus (see Persky (1995)) is rational from an
economic perspective.
From published tests of relationships described by the PMT it is
clear that the theory is able to explain a fair share of intentions
related to information security behavior. However, there are good
reasons to expect that the accuracy of the theory depends on the
type of security behavior it is applied to. First, the PMT has been
developed to explain how fear appeals influence voluntary
behavioral intentions related to the health. In the information
security domain several studies have investigated variables
related to the PMT in the context of information security policy
compliance or other mandatory behaviors. Second, the theory was
developed to explain cognitive processes related to specific
threats (e.g., cancer) and specific coping methods (e.g., stop
smoking). However, it has also been applied to information
security behaviors that are abstract or complex, like behaving
securely. Third, the theory was developed for (health) threats
against individuals themselves, and not threats against an
organization or others. For these reasons this paper revisits the
published literature and presents a meta-analysis aiming at
answering the following three questions:
1. Does the PMT explain information security behavior
better if the behavior is voluntary?
2.

Does the PMT explain information security behavior
better if the threat and coping method is concrete or
specific?

3.

Does the PMT explain information security behavior
better if the information security threat is directed to the
person itself?

The remainder of this paper is outlined as follows. In the
subsequent section the PMT is described. Thereafter the review
protocol and review method is presented. In the fourth section the
results are presented. Last, the results are discussed together with
suggestions for future research.
2 PROTECTION MOTIVATION THEORY
When Rogers (Rogers, 1975) formulated the first version of the
PMT in 1975, the variables said to determine protection
motivation were: the severity or noxiousness of an event
(severity), the probability that the event occurs if no protective
behavior is performed (vulnerability), and the efficacy of the
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recommended behavior (response efficacy). According to the
original theory, cognitive processes cause these variables to
mediate each other, e.g., the importance of the perceived
probability of an event is irrelevant if the by the perceived
severity of the event is low.
When the PMT was updated in 1983 (Maddux & Rogers, 1983;
Rogers, 1983), it was presented as a more general theory of
persuasive communication, and stimulus variables (e.g.,
personality and past experience) believed to influence the
cognitive processes indirectly were identified. In addition, the
theory was extended with constructs believed to be of importance
to the cognitive processes, namely: rewards associated with the
threat (e.g., stolen identity) as well as response costs and selfefficacy associated with changing the behavior (e.g., to install
antivirus software). The constructs in the model were coupled to
two cognitive processes believed to determine the protection
motivation: threat appraisal and coping appraisal.
2.1 Constructs and relationships
In Figure 1, the variables and relationships provided by the theory
are outlined. As illustrated, the protection motivation, which
should be assessed as intention, is influenced by the output of the
threat appraisal and the coping appraisal. In other words, when
the threat is high and it is easy to mitigate it by performing the
protective behavior, the protection motivation is strong. And if
the protection motivation is high the subject in question will
actually behave accordingly.
Threat appraisal

Rewards

Severity

Vulnerability
+

+

-

Protection
motivation

Coping appraisal
+

Response
efficacy

+

Behavior

-

Self-efficacy

Response cost

Figure 1. Processes, constructs and relationships in the
PMT.
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The threat appraisal will result in higher protection motivation if
the individual perceives it is more vulnerable to the threat and/or
the severity of consequence is high. PMT also states that high
rewards will result in lower protection motivation. However, this
construct is often excluded from models because of the difficulty
of distinguishing rewards from response cost (Norman, Boer, &
Seydel, 2005).
The coping appraisal will result in higher protection motivation
if the individual perceives that the suggested coping method is
meaningful and simple to employ. More concretely, positive
evaluations of response efficacy and self-efficacy will lead to
higher protection motivation, whereas higher response costs will
lead to lower protection motivation.
Notable is it today is unclear when it comes to interactions
between the constructs dealt with in the threat appraisal and
coping appraisal processes. According to the original
formulation, the product of vulnerability, severity and response
efficacy was to be used so that no protection motivation should be
expected if any of these were zero. However, lack of empirical
support for a multiplicative function led to a simpler additive
function (Norman et al., 2005). It should also be noted that there
is no widely accepted or authoritative measurement instrument
for measuring these constructs. However, Table 1 provides some
illustrative examples of questionnaire items used in the
information security literature to make the constructs more
concrete to the reader.
As stated in the introduction the theory was originally intended
for situations where individuals should be persuaded to take
voluntary action in order to cope with threats that affected
themselves directly. However, in information security it is often
used in a context where some mandatory behavior should be
enforced in order to protect the individual’s organization, e.g., by
following a security policy. Thus, many information security
studies use the theory in another way than it was intended to and
in another way that the vast majority of health-related studies use
it. The PMT is also designed for cognitive processes related to
fairly concrete threats and coping methods, like HIV and
condoms. However, in the information security domain it has also
been used in contexts where the threat and coping method is
rather abstract, like security breaches and implementing
information security. Lastly, it was also developed for cases
where individual feared harms to themselves, not when the fear
was related to harm of others.

Table 1. Examples of questionnaire items used for constructs.
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Construct
Protection
motivation
Rewards

Severity
Vulnerability
Response
efficacy
Self-efficacy
Response
cost

Questionnaire Item
I am likely to follow the organization’s information systems
security policy in the future. (Strongly agree<->Strongly disagree)
(Ifinedo, 2012)
I would feel [a] of sense of internal satisfaction for allowing
information security threats to harm my organization. (Strongly
agree<->Strongly disagree) (Posey, Roberts, Lowry, Courtney, &
Bennett, 2011)
I believe the productivity of [the] organization and its employees is
threatened by security incidents. (Strongly agree<->Strongly
disagree) (Herath & Rao, 2009)
I know my organization could be vulnerable to security breaches if
I don’t adhere to its information security policy. (Strongly agree<>Strongly disagree) (Ifinedo, 2012)
Enabling the security measures on my work computer is an effective
way to deter hacker attacks. (Strongly agree<->Strongly disagree)
(Ifinedo, 2012)
For me, taking information security precautions to protect my
organization's information and information systems is easy.
(Strongly agree<->Strongly disagree) (Posey et al., 2011)
There are too many overhead costs associated with implementing
information system security. (Strongly agree<->Strongly disagree)
(Ifinedo, 2012)

2.2 The relative importance of the variables
The theory has been applied to a range of domains, but the bulk
of its applications are to health related behaviors of various kinds
(exercise, practicing safe sex, cancer screening, etc.) (Norman et
al., 2005). Meta-analyses of applications in such domains support
both the notion that the PMT variables have a significant
influence on protection motivation (i.e., intention) and that there
is a link to the actual behavior (Floyd, Prentice-Dunn, & Rogers,
2000; Milne, Sheeran, & Orbell, 2000). In the meta-analysis by
Milne et al. (2000), the mean absolute values of the correlations
to intention vary between 0.10 and 0.34, to concurrent behavior
between 0.10 and 0.36, and to subsequent behavior between 0.04
to 0.40 (with some non-significant correlations in the wrong
direction). In these reviews, the highest effects are tied to the
variables coupled to coping appraisal (Floyd et al., 2000; Milne
et al., 2000). On the other hand, when Milne et al. (2000) assessed
the impact of interventions intended to increase motivation, the
effect was on average higher for severity and vulnerability than
for the other variables. Thus, these results suggest that coping
appraisal is more important when it comes to forming intentions
and behavior, but threat appraisal is easier to influence.
3 METHOD
A systematic review of the literature was performed by the three
authors of this paper to answer the two research questions. In this
chapter the review method is described according to the steps of
a systematic review listed by Kitchenham (2004).
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3.1 Identification of research
A mix of manual and automated search methods was used to
identify research related to information security behavior and the
PMT. Initially, manual searches were conducted in order to
identify words, phrases and concepts that relate to the research
questions.
Boolean expressions containing phrases related to the research
question were formulated to target the studies of interest. The
phrases aimed to include records mentioning a PMT construct and
a word related to the behavior or goal. More specifically, records
matching the following were included:
(“protection motivation” OR “fear appeals” OR “coping
appraisal” OR “threat appraisal” OR “perceived
vulnerability” OR “perceived severity” OR “reward” OR
“response efficacy” OR “self-efficacy” OR “response cost”
OR “secure behavior” OR “secure behavior”)
AND
(“information security” OR “security policy” OR “policy
compliance”)
The searches were made during August 2013 in abstract, title and
keywords of records in Scopus and via Engineering Village of the
records in Compendex, Inspec and Referex. These databases have
a broad coverage and the result is believed to include the majority
of published studies of interest. However, to further ensure that
all relevant studies were included these automated searches were
complemented with:


Manual searchers in other databases and search engines
(mainly Google Scholar) during August-September 2013.



Inspection of the reference lists of other review articles
((Sommestad, Hallberg, Lundholm, & Bengtsson, 2014),
(Lebek, Uffen, Breitner, Neumann, & Hohler, 2013),
(Padayachee, 2012), (Wash R., 2011) and (D’Arcy &
Herath, 2011)) as well as those of the already included
articles.



A request for studies (including reports, theses and
unpublished material) was distributed on the email list
AISworld.

The authors believe that this combination of automated and
manual searches produced a result which included all (or almost
all) published articles that met the inclusion criteria of the review.
100 records were retrieved from Scopus and 148 records from
Engineering Village. With duplicates removed, 128 records
remained (Engineering Village provided a number of duplicated
records). An additional 36 records were identified from the
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complementary search methods: 33 from references of other
review articles, three from AISworld subscribers and none
exclusively from manual searches. Thus, the search process
resulted in a total of 164 identified records.
3.2 Selection of studies and quality assessment
The studies selected for inclusion in this review were those that
met the following criteria: (1) it explicitly studied information
security behavioral intentions, (2) it presented quantitative
results, (3) it was peer-reviewed or presented in a PhD thesis (no
other quality threshold was used), and (4) it studied a variablerelationship covered by the PMT. Protection motivation is
conceptually identical to intention (Floyd et al., 2000). Because
of this, this review excludes observational studies which only
cover actual behavior and do not test the relationship to
behavioral intentions.
Two reviewers applied the criteria independently. Based on
abstracts, studies judged not meeting the inclusion criteria by both
reviewers (78 cases) were excluded from further analysis. When
the reviewers’ opinions diverged (only 10 cases) the record was
included in the later analysis.
The full texts of the 86 remaining records were retrieved and
assessed based on the inclusion criteria. The reviewers’
agreement was considerable – their opinions differed in only five
cases. After discussions, consensus decision was taken for these
five cases. Some of the remaining 43 articles did not contain the
data necessary for the analysis (i.e., no correlation coefficients)
and their authors were contacted in order to obtain it. Six articles
were removed from the dataset because the data was impossible
to retrieve. In addition, seven articles were removed because they
included the same constructs and were based on the same data as
a study published at a later date.
A total of 30 articles reporting 28 observational studies and three
experimental studies (one reporting an experiment and a pre-test
survey used as an observational study) were included in the final
dataset. An annotated list of included studies is provided in
appendix.
3.3 Data extraction
A data extraction form was used to collect data from the studies
in a reliable manner. The form included fields for: correlation
coefficients of the studied relationships or effects from
experiments, sampling frame, sample size, construct definitions,
and measurement items. From the experimental studies the
following was also retrieved: treatment, measured PMTvariable(s), a brief design description, statistical significance, the
mean value of groups, and variance from groups. Furthermore, to
be able to answer the research questions of this review each study
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was classified based on the variable definitions and measurement
instrument used. They were classified as either mandatory
behavior (e.g., I intend to follow the policy) or voluntary behavior
(e.g., I intend to secure my computer); as general behavior (e.g.,
I will protect my computer) or specific behavior (e.g., I intend to
use antivirus software on my computer); as threat to personal
assets (e.g., my home computer is vulnerable) or other’s assets
(e.g., my organization’s system is vulnerable). The result of the
classification is included in the appendix.
There are several studies where the PMT variables are used, but
named and operationalized differently. For example, the PMT
concept self-efficacy is sometimes operationalized by asking if
the task is under the control of the respondent, sometimes by
asking if the respondent is capable of performing it if he/she really
tries, and sometimes a combination of these. A purpose with this
meta-analysis is reporting the average value to indicate the
general tendency, irrespective of exactly how constructs are
operationalized and what the states of other nuisance factors are.
To enable assessments of how different operationalizations may
influence the results of empirical studies, the reviewers classified
and cluster operationalizations during a workshop. Except for the
categories tied to the research questions the operationalizations
were perceived homogenous. The only clear variants observed
were response costs operationalized as hard (e.g., money) or soft
(e.g., happiness) and self-efficacy operationalized as capability
(e.g., “it is easy for me to …”) or autonomy (e.g., “it is up to me
if …”).
3.4 Data synthesis
The experimental results were few and heterogeneous and not
further analyzed. Summaries of them are found in appendix.
For the observational studies the statistical software Medcalc was
used to calculate mean correlations and their 95 % confidence
interval. Tests using Cochran's Q showed that heterogeneity was
present, i.e., that the correlation coefficients vary between studies
in an unnatural way if only measurement error is expected, and
therefore a random effects model was used to synthesize the
correlation coefficients. In a random effects model it is not
assumed that the true quantity is the same in all studied an all
populations, but that the results follow some distribution.
Medcalc uses the method of DerSimonian and Laird (1986) in the
calculations. In four studies (Bulgurcu et al., 2010), (C L
Anderson & Agarwal, 2010), (Posey et al., 2011) and (D’Arcy &
Hovav, 2008)) two dimensions of the same construct was
measured, e.g., intrinsic and extrinsic rewards in (Posey et al.,
2011). In the synthesis, the mean value of such
operationalizations was used.
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Funnel plots were produced to assess the prevalence of
publication bias by assessing how effect sizes and sample sizes
relate. For the more frequently studied relationships a central
tendency could be observed for the effect sizes, indicating that
studies with larger samples produce more reliable results (as one
would expect). Thus, no signs of publication bias were present.
4 RESULT
In this section, the results extracted from the studies are presented.
First, the results reported from the 28 observational studies (i.e.,
surveys) are described under the headers: Voluntariness,
Specificity, and Threat target.
4.1 Voluntariness
Fifteen studies reported observations on intentions related to
voluntary security behavior and thirteen reported observations on
intentions related to mandatory security behavior. Table 2 shows
the 95 % confidence interval (CI Low and High) of reported
correlation coefficients and the sample weighted mean of the
reported correlation coefficients (rw). It also shows how many
studies (k) that have addressed the relationships and how many
respondents these included (N).
Table 2. Correlations between the PMT variables in studies
of voluntary security behavior and mandatory security
behavior.
Voluntary
k
TA
CA

RW
VU
SV
RE
SE
RC

1
6
7
10
13
6

N

rw

380 -0.19
1325 0.18
1445 0.28
2538 0.40
3439 0.42
1198 -0.41

Mandatory

95% CI
Low High
.
0.06 0.30
0.13 0.41
0.31 0.48
0.34 0.50
-0.56 -0.22

k
5
4
8
11
4

N

rw

1356 0.27
952 0.28
2704 0.34
3457 0.38
1110 -0.28

95% CI
Low High
0.07 0.45
0.08 0.46
0.26 0.42
0.28 0.47
-0.35 -0.21

Abbreviations: Threat appraisal (TA), Coping appraisal (CA), Rewards (RW),
Vulnerability (VU), Severity (SV), Response efficacy (RE), Self-efficacy
(SE), and Response cost (RC). Confidence interval (CI), weighted mean
correlation (rw), number of studies (k) and total sample size (N).

On average, higher correlation coefficients have been observed
for voluntary behavior. The weighted mean correlation
coefficients for voluntary behaviors are higher for all constructs
associated with the coping process, but not for the threat appraisal
process. In fact, vulnerability is on more strongly correlated to
intentions when the behavior is mandatory (0.28 vs. 0.18).
It should be noted that studies typically report a considerable
correlation between variables within PMT. For instance, the
average correlation between response cost and self-efficacy is 9

0.37 for voluntary behavior and the average correlation between
vulnerability and severity is 0.50 for mandatory behavior. Thus,
the variance explained by multiple variables is not the sum of the
variance they explain alone and cross correlations must also be
considered. One study included all six variables of the PMT and
six studies included all variables except rewards. From these
studies an estimate of the total variance in behavioral intention
explained by the PMT variables. The variance explained is
between 0.34 and 0.50 in these seven studies, with a sampleweighted mean of 0.42 (k=4, N=909) for voluntary security
behavior and 0.38 (k=3, N=646) for mandatory security behavior.
4.2 Specificity
Research question 3 concerned the generality of the behavior. Of
the studies in this review, 15 addressed what the reviewers
considered a general behavior (e.g., following a policy) and 13
addressed what the reviewers considered to be a specific security
behavior (e.g., using a certain product). Table 3 shows the
synthesized values for general behavior. As stated above, it would
be reasonable to expect that a more general behavior is more
difficult to model than a specific. And indeed, slightly stronger
mean correlations (0.05-0.11 difference) have been observed
when tests are made against a more specific behavior for all
variables except self-efficacy. The explained variance in studies
including at least five variables is also higher for specific
behaviors, 0.47 (k=3, 529) compared to 0.37 (k=4, 1026).
Table 3. Correlations between the PMT variables in studies
of general and specific behavior.
k
TA
CA

RW
VU
SV
RE
SE
RC

1
4
4
9
12
8

General behavior
95% CI
N
rw
Low High
380 -0.19
1366
0.19 0.03
0.39
1208
0.22 0.00
0.42
3544
0.35 0.26
0.43
4339
0.40 0.32
0.48
2704 -0.34 -0.42 -0.26

k
7
7
9
12
6

Specific behavior
95% CI
N
rw
Low High
1315
0.25 0.12 0.37
1189
0.31 0.19 0.42
1698
0.40 0.33 0.48
2557
0.40 0.29 0.50
942 -0.39 -0.56 -0.18

Abbreviations: Threat appraisal (TA), Coping appraisal (CA), Rewards (RW),
Vulnerability (VU), Severity (SV), Response efficacy (RE), Self-efficacy
(SE), and Response cost (RC). Confidence interval (CI), weighted mean
correlation (rw), number of studies (k) and total sample size (N).

4.3 Threat target
The threat target was not treated distinctly in all the included
studies. In many surveys the vulnerability and severity constructs
were composed of a mix of items asking about threats against the
person (i.e., the respondent or the respondent’s assets) and threats
against the person’s organization or others. As a result, not all
studies were classified as one or the other. The synthesized values
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of those with a distinct treatment of threat targets are reported in
Table 4.
Table 4. Correlations between the PMT variables in studies
with different threat targets.

k
VU
SV

5
5

Threat to person
95% CI
N
rw
Low High
920 0.22 0.09 0.33
920 0.30 0.15 0.44

Threat to organization or others
95% CI
k
N
rw
Low
High
3
816 0.18
-0.12
0.46
4 1122 0.17
-0.01
0.34

Abbreviations: Threat appraisal (TA), Vulnerability (VU), Severity (SV).
Confidence interval (CI), weighted mean correlation (r w), number of studies
(k) and total sample size (N).

A difference between the studies measuring threats against the
person and studies measuring threats against an organization or
others can be observed. Studies addressing threats against the
person directly report higher weighted mean correlation
coefficients for both vulnerability (0.22 vs. 0.18) and severity
(0.30 vs. 17). Thus, the threat appraisal process is more strongly
related to protection motivation when the target of the threat is
the person responding to the survey and not someone else or the
organization of the respondent.
5 SUMMARY AND DISCUSSION
The research questions of this review concerned the ability of the
PMT to predict intentions to comply with information security
policies under different circumstances. As the result show the
mean value of multiple studies’ results provides non-zero
correlation coefficients approximately as strong or stronger as in
the health domain (see (Milne et al., 2000). No single variable in
the PMT is able to explain more than a small portion of the
variance exhibited within the studied populations. This is well in
line with the underlying idea of PMT, which describes how six
variables together determine intentions through cognitive
processes. Studies which include five or six variables are able to
explain between 0.34 and 0.50 of the variance of the studied
population. This is a respectable explanatory ability, comparable
to the variance in information security compliance intentions
explained by the competing Theory of Planned Behavior
(explaining 0.42 (Sommestad & Hallberg, 2013)). Furthermore,
causal links are supported by the three experiments. They
demonstrated that manipulation of the PMT variables through
persuasive messages results in a significant difference in
intentions to perform secure behavior. Thus, the PMT holds
empirically in all cases. This paper aimed at investigating when it
works best. The brief answers to the three research questions
addressed in this paper are as follows:
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1. Maybe, the PMT explains voluntary information security
behavior slightly better than it explains mandatory security
behavior.
2. Yes, the PMT seems to explain information security behavior
better if the threat and coping method is concrete or specific.
3. Yes, the PMT explains information security behavior better
when the threat relates to the individual person and not the
person’s organization or others.
These and other findings of this review are further discussed
below. The text below also addresses some of the more likely
causes of heterogeneity in the study sample, i.e., reasons other
than measurement error that may explain why studies report
different results. Last, recommendations for future research are
given.
5.1 Main findings
For research question one it was expected that a clear difference
would be observed for voluntary and mandatory security behavior
because the PMT was created for voluntary behaviors (e.g., to
stop smoking). The results of this review, however, do not offer
strong support for a difference between the PMT’s efficacy for
mandatory and voluntary security behavior. The explained
variance and correlation coefficients are higher for voluntary
behavior on average, but, the variance explained in both voluntary
and mandatory security behavior is about 40 % and the correlation
coefficients do not reveal any clear difference between them. On
the other hand, the results do indicate that the importance of
different parts of the PMT differ between voluntary and
mandatory security behavior. Compared to voluntary security
behavior, mandatory security behavior seems to be less
influenced by the coping appraisal process. A possible reason for
this is that the behavior is already mandated, and the individual’s
own coping appraisal becomes less important (e.g., because
unnecessary costs can be blamed on the policy). Mandatory
security behavior is better predicted by the outcome of the threat
appraisal process than voluntary behavior, which no good
explanation can be found for.
Moreover, the relatively small difference that has been observed
between voluntary and mandatory behavior observed in this
meta-analysis could also be due to a bias in the samples. Because,
it is reasonable to expect that decision makers create security
policies for just those situations where people, for some reason,
do not trade costs and benefits in a way that results in secure
behavior. Thus, establishment of mandatory security behavior is
likely to exist in just those cases where people do not trade costs
and benefits of secure behavior in the desired way, e.g., because
some norms not accounted for by the cost-benefit analysis that the
12

PMT entails. In observational studies this bias would result in a
lower predictive ability for the PMT when it comes to mandatory
security behavior (and strong norms against the behavior)
compared to voluntary security behavior (without no norms
against the behavior).
The difference between tests where behaviors are described on an
abstract general level and tests were behaviors are more
specifically and concretely described is clearer. Weighted mean
correlations are 0.05 to 0.11 higher for more concrete and specific
behaviors and among studies with five or six variables ten percent
more variance in protection motivation is explained when the
behavior is specific. The difference is also notable for differences
in threat target. When the threat is clearly labeled as targeting the
respondent directly the higher weighted mean correlation
coefficients are measured for both vulnerability (0.22 vs. 0.18)
and severity (0.30 vs. 0.17).
5.2 Likely causes of heterogeneity
The studies report correlation coefficients of different magnitude,
and in some cases with different signs. Statistical tests also show
clear signs of heterogeneity, suggesting that the underlying (true)
correlation is different between studies for some reason other than
natural variation or measurement error. There are many possible
causes for this. Some of the more likely causes in terms of
measurement methods, particularities associated with studied
behaviors, and sample frames and mediating variables. These are
discussed below.
Differences in method and operationalization of constructs
covered by the PMT are one possible cause for the differences
between the results of the studies. An issue related to this is the
lack of a well-defined and accepted standard for how the
psychological constructs of the PMT should be operationalized.
For example, self-efficacy and response cost are closely related
and non-trivial to operationalize in a distinct way (e.g., low selfefficacy can be interpreted as a high response cost in terms of
effort or time). The lack of measurement standards offers a
considerable freedom when it comes to operationalizing the PMT
variables. On top of this, not all the included studies are designed
specifically to test the PMT. Several of the studies include
constructs of the PMT in the context of other theories, e.g., selfefficacy in terms of behavior control of the Theory of Planned
Behavior (Fishbein & Ajzen, 2010). As a result of missing
standards and different theoretical bases, there are considerable
differences in how constructs are operationalized. The mean
values calculated in this meta-analysis should be seen in the light
of these differences. In other words, the synthesized values
represent correlation coefficients reported in studies using a
number of different ways to instantiate the psychological
constructs.
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Another possible cause of the differences in results is that the
importance of the PMT variables may depend on more
dimensions than what research questions one to three cover. It is
reasonable to expect that there are more aspects associated to the
behavior that play a role for the PMT than those investigated in
this review. For example, there may be differences between
stopping to perform behaviors that the respondents already
engage in and not starting to perform new behaviors.
A third possible cause of differences in the results is the sample
frame used in the studies. To the authors, the most distressing
issue related to the design of the identified studies is the sampling
procedures employed. Sampling frames and sampling procedures
are often vaguely described, and narrow when they are described.
Both moderating and additional variables (e.g., norms and risk
culture) may be of importance. It is usual that such variables vary
with the sample frames. For instance, if a person’s national
culture, age or occupation is believed to add considerable
explanatory power to the PMT, the relatively high frequency of
young American students should be considered when the results
are interpreted. Future research projects ought to use more
reliable and well-defined sampling procedures.
5.3 Recommendations for decision makers
The PMT includes concepts that map well to the corresponding
concepts of information security risk analysis and the theory that
ought to lay close to heart for many information security
managers and policy makers. It is also a relatively practical theory
that is designed to be an aid in the construction of persuasive
messages, e.g., when employees needs to be convinced to follow
the security policy or when citizens needs to be persuaded to be
more careful in cyberspace. More specifically, the theory
suggests that a persuasive message explains to people that they
are susceptible to the threat (vulnerability), that it will be
consequences if the threat materializes (severity), that the
proposed response is manageable for the recipient (self-efficacy),
that the proposed response works (response efficacy), and that it
is cheap for them (response cost). The result of this review
suggests that it is a good idea to use it as a guide to persuade
people. Especially when the proposed response (e.g., security
precaution) is voluntary and threats that directly target the
respondent.
However, while the PMT do predict security behaviors, decision
makers should be cautioned to put all their faith in it. First, the
theory explains approximately 40% of the variance in peoples’
intentions. In survey research like around 60-70% of the variance
could be explained (measurement reliability is approximately 0.8
in the surveys). Thus, a fair share of the measured variance is not
predicted and a fair share of measurement error is present.
Second, intentions do no equate behavior. For example, behavior
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is also determined by what is easy to do in practice. Third, there
are competing theories which work equally well. For example,
the theory of planned behavior is less complex and explains about
the same variance (Sommestad & Hallberg, 2013).
5.4 Recommendations for researchers
As described above, this review suggests that it is a good idea to
use the PMT as a guide when certain information security
behaviors are desired, especially when messages pertain to
specific voluntary actions to cope with threats that directly target
the respondent. However, fairly little is known about how PMTbased messages should be designed to be most effective. For
example, coping appraisal is a better predictor of intentions to
behave securely, but it might be easier to influence individuals
appraisal of information security threats than influencing their
appraisal of the coping alternatives (as indicated by interventional
studies in the health domain (Milne et al., 2000)). Interventional
studies are required to answer questions like this, and this review
found only three interventional studies (see appendix). It ought to
be relatively cheap for researchers to increase this number. Tests
of effectiveness only require test subjects and an idea of
behavioral intentions to endorse. More ecologically valid
intervention studies are also possible to perform at reasonable
costs since security messages are frequently communicated to
employees in organizations and to the wider public in order to
influence their behavior. By supporting and at the same time
influencing this process (e.g., in designing alternative messages
and selecting target audiences) data on the effectiveness of
interventions can be collected.
Another recommendation is to take a step back and assess how
the PMT should be used to describe information security
behavior, and possibly other risky behavior related to information
systems. Truex et al. (2006) recommend consideration of the
following when theories from other domains are adopted in
information systems research: the fit between the selected theory
and phenomenon of interest, the theory’s historical context, how
the theory impacts the choice of research method, and the
contribution of theorizing to cumulative theory. In the
information systems field, the threat avoidance theory has been
presented as a theory that integrates the PMT, the health belief
model and risk analysis research (Liang & Xue, 2009). However,
this paper is not set out to explain how the PMT should be adopted
and it has not been used as such in the reviewed papers. There are
many issues that could be contemplated related to adoption of the
PMT, including (but not limited to): if the PMT could and should
be applied to the protection of others than the individual itself, the
role of rewards associated with being exposed to information
security threats, and how information security threats are
appraised.
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When it comes to the application of the ideas of the PMT to cases
where others should be protected one possible way forward is to
theorize and test how constructs associated with social factors
relate to the cognitive processes that the PMT describes. For
instance, attachment and commitment to the organization may
moderate how perceived threats towards the organization
influence intentions to protect it. The role of the psychological
construct of rewards could also be analyzed. It is a construct
seldom used in health-related applications, but its role in
information security behavior is perhaps even more questionable.
For example, it is difficult to see how the risk of cancer can be
cool, but even more difficult to see how lost data can be cool. The
threat appraisal processes also deserves more attention. The
currently dominant model is a linear combination (addition) of
perceived vulnerability and perceived severity, where these are
scaled arbitrarily with no absolute lowest vulnerability or
consequence. This is not in line with the original theory which
suggests that there should be a multiplicative effect between these
two and response efficacy. More refined measurement methods
(e.g., probabilities and monetary costs) and a multiplicative
model may render a better explanatory ability. Research in this
direction would also further our understanding of how
information security risks are perceived and if (or when) the
textbook model of multiplying probability and consequence is
used in practice. Just as research on the PMT in general provides
insights into how people weight costs and benefits with different
security alternatives and the limits of a homo securitas model.
6
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APPENDIX: EXTRACTED OBSERVATIONAL DATA

Sample frame

N

Generality

594
151
104

G
S
S
G

Reference

Threat
target

Beh.

Threat appraisal
RW

(Anderson and Agarwal, 2010)
(Arachchilage & Love, 2013)
(Boss & Galletta, 2008)
(Bulgurcu, Cavusoglu, & Benbasat, 2010)
(Chan & Woon, 2005)
(D’Arcy & Hovav, 2008)
(Dinev, Goo, Hu, & Nam, 2009)
(Dinev et al., 2009)
(Guo, Yuan, Archer, & Connelly, 2011)
(Herath & Rao, 2009)
(Herath et al., 2012)
(Hu, Dinev, Hart, & Cooke, 2012)
(Ifinedo, 2012)
(Johnston & Warkentin, 2010)
(Johnston, Wech, Jack, & Beavers, 2010)
(Kumar, Mohan, & Holowczak, 2008)
(Lee, Larose, & Rifon, 2008)
(Li, Zhang, & Sarathy, 2010)
(Liang & Xue, 2010)
(Liao, Luo, Gurung, & Li, 2009)
(Posey et al., 2011)
(Rhee, Kim, & Ryu, 2009)
(Siponen, Pahnila, & Mahmood, 2010)
(Tamjidyamcholo, Bin Baba, Tamjid,
Gholipour, 2013)
(Vance, Siponen, & Pahnila, 2012)
(Xue, Liang, & Wu, 2010)
(J. Zhang, Reithel, & Li, 2009)
(L. Zhang, York, Pavur, & Amos, 2013)

Undergraduate students and internet subscribers in a rural area.
Undergraduate students in two universities.
MBA students in an introductory information systems class.
Employees with internet access in the USA recruited nationwide, using an external panel
provider.
Employees working in two IT intensive organizations in the logistics and petrochemical
industries.
Employed professionals taking MBA classes at two mid-Atlantic U.S. universities and
employees in eight organizations located across the U.S.
Students and IS professionals South Korea.
Students and IS professionals in the USA.
People recruited in person at office buildings in business districts and industrial zones.
High-level information systems managers in approximately 690 organizations were
contacted.
Students at a large public university in the north-east USA.
Alumni of the MIS and MBA programs of a large public university in the USA.
Non-IS managers in Canadian organizations from InfoCANADA and information systems
professionals.
Faculty, staff, and students from multiple units at one large university.
“[I]ndividuals engaged in their natural work setting”.
Students from a large public university in the USA.
Students in a communication class at a large Midwestern university, USA.
An industrial panel provided by an external panel provider.
Students at a major university in the USA.
Unclear: “contacts in various companies with requests to distribute it to their colleagues”.
“[O]rganizational insiders” in the USA recruited using an external panel provider.
Graduate students majoring in business.
Four Finnish companies in: ICT business operations, information security, logistics, and a
supermarket chain.
& Information security engineers and technicians in virtual communities.
A Finnish municipal organization
Accounting professionals in one of China’s top 500 enterprises
“[A]n industrial panel”.
Students in two universities in southern USA.

464
104
507
227
332
306
312
134
142
124
215
435
120
273
246
152
205
380
415
917
138
210
118
176
201

P
P

M

G

G
G
G
S
S
S
S
S
S
S
G
G
G

O
O

O
P

P
P
O

SV

RE SE RC
0.42 0.41
0.39 0.16 -0.11
-0.02 0.22 0.23 0.11 -0.58
0.36

0.33 0.40 -0.31

P

0.40

M

0.04

M
M
M

0.34 0.35
0.43 0.39
0.36

M

-0.04 0.04 0.38 0.51 -0.19

V
M

0.53

M

0.53 0.25 0.46 0.32 -0.30

V
V
V
V
M
V
V
V
V

0.16 0.34 0.37 0.34
0.67
0.41 0.24
0.20 0.10 0.43 0.60 -0.12
0.11
0.31 0.31 0.64 0.45 -0.48
0.38
0.03 0.02 0.48 0.48 -0.41
0.18 0.36

M

S
G
G
G
S

VU

M

G
S
S
G
G

V
V
V

Coping
appraisal

0.60

-0.19

0.19 0.40

V

0.46 -0.64

M
M
V
V

0.37 0.45 0.21 0.47 -0.34
0.43 0.18
0.49
0.39 0.50
0.35

Abbreviations: Sample size (N), General (G), Specific (S), Person (P), Other (O), Voluntary behaviour (V), Mandatory behaviour (M), Rewards (RW), Vulnerability (VU), Severity (SV), Response efficacy (RE), Self-efficacy
(SE), Response cost (RC)
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8 APPENDIX: INTERVENTIONAL STUDIES
Chen et al. (2012) performed a web-based experiment involving 50
employees in their natural setting at two USA-based organizations
(25 from each organization). One of the hypotheses tested in the
experiment was if rewards for compliance are positively associated
with the intention to comply. The experiment followed a Latin
square design constructed to control for the four different scenarios
and the order they were presented. These four scenarios
“manipulated” rewards by describing hypothetical scenarios in a
hypothetical company and surveying if they would comply with the
policies of the scenarios as well as how they perceived the
manipulated variables. A significant (p < 0.001) difference was
found between responses to compliance intention in scenarios with
high and low rewards for compliance.
A similar field experiment was performed by Vance et al. (2013)
which tested password strength on 354 voluntary individuals from
64 countries using an existing web service. In the registration
process for the web service, the participants were exposed to a
survey and sampled into one of four groups. Each of the groups was
either exposed to a password meter, static or interactive fear appeal
or no fear appeal. The fear appeals consisted of text messages
aiming at influencing the appraisal of vulnerability, severity, selfefficacy, and response efficacy. Significant differences in average
password strength could be measured between the group exposed to
interactive fear appeal and each of the other groups. However, no
statistically significant difference could be found between the
control group and the treatment groups either exposed to a meter or
to static fear appeals.
Jenkins et al. (2013) tested if a fear appeal message persuades users
to create a unique password. A total of 148 students in an
information systems course at a large university in south-western
USA were recruited by being offered an extra course credit.
Participants were instructed to create an account for a website. In
the registration process randomly selected participants were
presented with a statement of risks related to password reuse and the
suggestion to use unique passwords. Survey measurements showed
that this fear appeal successfully influenced severity, vulnerability,
and response efficacy. Among the students receiving the fear
appeal, 88 % stated that they created a unique password; among
students not receiving the fear appeal only 4 % stated that they
created a unique password.
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